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113 Backup VM
\il9v1 Backup, Veeam 22¥11n1339U5d8Ya31n VM siumaiaziininis Tudadeyald ndsain

tuazyinslisudeyaluiiulilu Backup Repository Mivinnisivualy

sUuuUN15¥i Backup

Veeam Backup & Replication ﬁ‘gULLUUﬂﬁﬁﬂ Backup agj o Fasall
®. Forever forward incremental backup

. Forward incremental backup

o. Reverse incremental backup

@. Forever Forward Incremental Backup

d@1%3U Forever Forward Incremental Backup agv1n15a519lna (\VBK) dlefinsvin Full
Backup kagazyiin1sas1aluld (ViB) iileiin19¥1 Incremental Backup SLUﬂ%gwia“]VLU Tngdi
Frurulndruinunazgniuualag Retention Policy ileduauliadanuiidmuslily
Retention Policy Backup Server azvinssauludinnfigaiiielvdnuaulnaiduluna Policy
Iuv!ﬂﬂﬂ%qﬁﬁﬂﬂWi Backup @159 @905 Backup #re3shezldinan Backup Tiunu uimnmiga
Tunns Restore Fuagifu Version fifesnisfosnsn mnudu version flaglng Full snnwinlsf

agldnateenuiiu

o. Forward Incremental Backup
@93 Forward Incremental Backup agvin1sasialla (VBK) 1iedin15v11 Full Backup way
Agyin1sasielid (VIB) lngluusiag Job Ussinnilaziinisseynisiaaiiasiiudumgi ngasdl
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N5 Full Backup Tnailana
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Active Full Backup
1 Full Backup sl Taetdunis Backup 910 Server dunislusdianun waginulndlilu

Backup Repository Inglsisauiu Backup Iumfﬁawﬁwﬁaeﬂu Job Ay
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Full backup full backup
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n13 Backup wuuilazanlayni3eanis Restore wulalliosainagiinisyin Synthetic Full 9109

(% (%
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7191 uAinInun 399119n15 Restore 13u uaislaziudesiunlu Backup Repository

1N

an. Reverse Incremental Backup Method

ULV Reverse Incremental Backup #9gvinnisuadlvldanyinendaninyit Incremental 1t

Hu Full nqads

Full backup

Hewverse incremental backups
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#5149 Backup Job
@. lu inventory pane 984111 Home W1n19A8NY2191 Job wagiden Backup > Virtual
Machine > Vmware vSphere tiatUnntna19918a319 New Backup Job

= HOME

TR E

Backup Replication  Tepe Backup Copy SureBackup Restore Failover Import Export

Job*  Job Job~ Copy~ Job~= Job~ *  Plan~ Backup Backup
Frimary lobis Ausiliary b3 Restore Agtions
HOME QY Twpe in an ohject name te search for
I+ g Jobs F EBackup s ||E [T prp——— 5 VM;;S_pi-ara... — LAST RESULT MEXT ALN DESCRIPTION
Ei Backups B Feplcstor v | Windows compreer, W g0 Waming 1/25/2018 G000, Apache Backup
[ Replicas 3 B L o i X o Sucesss <not scheduled > Apache Replication
[ Last 24 Hours ch SureBeckup.. @ .lnwmmp =] git Microsoft Hyper V.. <not scheduled > Columbuz Monthly
& Tapejob Y sirtusl Storage  Whiware Backup “ropped SOrminutes sge  Success 1/15/1019 60000  Virtusl Storage Ba..
[#) Backupcopy ¢ BackupJob Windaws Agent Backup  Sopped 2 hour sgo Sueesss 1/25/2019 G0G00..  Crested by Pawsr.,
ﬁ HOME B M copy..
@ File Copy..

INVENTORY
(s maCKUP INFRASTRUCTURE
(% STORAGE INFRASTRUCTURE

% TAPE INFRASTRUCTURE

5] FILES

Name
Type in a name and description for this backup job.

Mapne:
DB Backup

Virtual Machines
Description:
Storage Daily Backup Job|

Guest Processing

Schedule

Sumrmary




on. VUMDY Virtual Machine Aan Add LiveLaan VM 71683n15¥1 Backup wag Aan Add

Select objects:

4 @ Hasts and Clusters
4 [ weenterQl tech.local

b (@ Shell

b Webservices
b E esdZtech.local
b [Eg Gold Coast

|-*-" Twpe in an object name to search for

q

Add

|| Cancel |

B

at autornatically changes

4 [Eg Atlanta
A E ex.tech.local

b B8 wippl Remanve
Storage b (¥ Alpha

4 (4DB
Guest Processing 5 b
Schedule b (® Fileservers

2 G Replicas .f Up
N en] [ G Sandbox m

Total size:

ob

oy v o o &
<. NTunoU Storage TmuuanAsil
&. 18on Backup Repository ﬁéfaﬂﬂ’l'il,ﬁu%'amua Backup 11
. fiN7UA Restore Point to Keep on disk LWaA1MUATIUIUYEY backup version 19g1n1g

Vuld
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Storage
IL*‘ Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
m Job and customize advanced job settings if required,

Narme Backup proxy:
|Auhomatic selection | | Choose,, |

Virtual Machines Backup repository:

|Ba:kup Wolume 01 V|
= 844GB free of 1.24 TB Map backup

Retention policy
Schedule Restore points to keep on disk: ha :|: (1]

Guest Processing

Summary [ Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or to tape, Best practices
recommend maintaining at least 2 backups of production data, with one of them being off-site,

Advanced job settings include backup mode, compression and deduplication,
black size, notification settings, automated post-job activity and other settings.

|<Erwious || Mext = | Finish | Cancel I

o. AAN Advanced uagidenui Backup teviin1siimuasuwuunis Backup nievdeslv

Wulumuansusduy

Backup |Mnlnh&nana | Storage | Motifications |uSphere | Integratian | Seripts |

Storage

= Specify procy Backup mode s produced by this
m Job and custg ) Reverse incremental [slower)

Incrernents are injected into the full backup file, so that the |atest backup

Mame file is abways a full backup of the most recent VM state,

® Incremental [recom mended) I

Incrernents are saved into new files dependent on previous files in the

Virtual Machines

chain, Best for backup targets with poor randorn /0 performance, I
[] Create synthetic full backups perodically Days...
Guest Processing Create on: Saturday
] Transform previous backup chains into rollbacks
Schedule Converts previous incremental backup chain inta rallbacks for
the newly created full backup file
Summary

Active full backup
[ Create active full backups periodically heing off-site.

® Monthly on: |Filst V| |Mundw V| | Months... |

() Weekly on selected days: Days...

Saturday

| Save i\ I;Jefault | | Cancel Cancel I

. ATumoU Guest Processing ToiuapenduniuaiSudu

Y o

. NTunoU Schedule Tvinn1sAMUATI9LIATIRDIN15Y1 Backup
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Schedule
Specify the job scheduling options. If you do not set the schedule, the job wall need to be controlled manually,

Mame [+ Run the job automatically

® Dailyatthistime:  [1900PM 5| |Everyday v|[ Days. |

Virtual Machines

O Monthly atthistime: [1000pM 2] Fourth v || saturday v| [ Manths... |

Storage

) Perindically every: |-| v| Hours

v| | schedule... |

Secondary Target

) Afterthis job: |Apach: Backup (4pache Backup Job) Vl

3 E times

Wait before each retry atterpt forr 10 minutes

Guest Processing
Automatic retry

[] Retry failed VMs processing:

Backup window
[] Terrninate job if it exceeds allowed backup windaw

If the job does not complete within allocated backup window, itwill be
terminated to prevent snapshot cornmit during production hours,

. Windowe...

| < Previous | | Apply | | Finish || Cancel |

®o. NTUADU Summary @1u15aLd8n Run the job when | click Finish 1a 1fiafein13

Aliunis Backup iud

Sum mary
The job’s settings have been saved successfully, Click Finish to exit the wizard,

Mame

Virtual Machines
Storage
Secondary Target
Guest Processing

Schedule

Surnmany:

MName: DB Backup
Type: Wivhware Backup
Enable application-aware processing
Enable guest file systern indexing
Source iterns:
db01 (vcenterQl.tech.local)
srv1 {wcenter0l tech.local)

Carmmand line to start the job on backup server:
"Ci\Program Files\Weearn\Backup and Replication\Backup\Veeam.Backup Manager.exe” backup
84486298-d088-43d1-8aa 7-674966b 2 d95d

[w] Run the job when | click Finish

[BeosT] | nee>
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N3 Restore Yaya

N19 Restore %’aagmwu Entire VM
. 1WAt Home
. Tu inventory pane T¥idan Backup > Disk Laziin1sidenludedie Job VM aan Restore

entire VM iiiallantindnsgieadng Full VM Restore

VEEAM BACKUP AND REPLICATION

S B X G 3

Copy t Rename Delete Open Edit e Add to File

Copy Job =
Clipboard File Edit Jobs
FILES NAME T THPE SZE MODIFIED
li2 Backup Jobabm wbm 02 KB 5152000 TARSDAM
4 [Bs Microsoft Windows o i Backup Job DROT9-05-15TO72508_5290.vbk wok 0.0GE  §515/2009 2843 Ak
o Blg prosyli.cechlocal | B Backup Job D2018-05-15TO73748_ 0357 wib wib 32IME SA5/2010 7:32:06 AN
« g vhr_serv_01.techlocal =
= A\
4 =0
§Fecycle Bin
aafG0E2h Teb50d382eh
- Backup
Backup Job v
A Home

,%i! NVENTORY

(23 BackUP INFRASTRUCTURE

(@5 STORAGE INFRASTRUCTURE
& TAPE INFRASTRUCTUR

(Y, TAPE INFRASTRUCTURE

re FiLes
LI~

CONMECTED TO: LOCALHOST SUPPORT: 484 DAYS REMAINING

on. NumaY Virtual Machines Tildan VM 2103180115013 Restore point AUSINHTUNT 9171
151M1N19L890 incremental restore point S¥UU Veeam L9¥1n13597U data 1793015

restore 910 Full udd incremental M51999075
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Full VM Restore

I—I Virtual Machines

Auwailable restore points for db0t:

Job Type Location
4 " Ansche Backup
Restare (1 1ess than a day 3go (12:01 AM Ssturday 12/20/2018) Increment  Tech Storage 01
Secure R (5 less than a day ago (10:01 PM Friday 12/28/2018)  Increment  Tech Storage 01
(1 less than a day ago (B:01 PM Friday 12/26/2018) Increment  Tech Storage 01
Reason (5 less than a day ago (601 PM Friday 12/26/2018) Increment  Tech Storage 01
CLF less than a day ago (4:01 PM Friday 12/28/2018) Increment  Tech Storage (1
Summa (5 less than a day aga (3:55 PM Friday 12/28/2018) Full Tech Storage 01
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& NVURDU Restore mode IﬂﬂqLUUﬂqimqﬂJu
- Ll @oNWIUREMNSU Restore to the original location

- @Y Quick rollback

Restore Mode
Specify whether selected Whs should be restored back to the ariginal location, orto a new location or with different settings.

Wirtual Machines (®) Restore to the original location
Quickly initiate the restore of selected WM to its original location, with the original name and
settings. This option minimizes the chance of user input error,

Secure Restore ) Restore to a new location, or with different settings
Customize the restored WM location, and change its settings. The wizard will automatically populate

e all controls with the original VM settings as the defaults.

() Staged restore

Run the selectsd VM directly from backup files in the izolated Datalab to make changes to the
guest O3 or applications prior to placing the Whd into production environment,

Summary

Pick proxy to use

[ Quick rollback (restore changed blacks anly)

Allowys for quick VM recovery in case of guest OS software problern, or user error, Do not use this
option when recovering from disaster caused by hardware or storage issue, or power loss,

< Previous | | Mext = | | Finish || Cancel
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&. 719111 Secure Restore @11150188n Enable Scanning of the machine %30 Uasaiuan
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Secure Restore

Scan the selected backup for malware, such as computer viruses or ransormware, prior to performing the restore, This requires a
compatible antivirus installed on the mount server specified for the comresponding backup repository.

Yirtual Machines [ ] Scan the restored machine for mahware priorto performing the recovery

The rmachine you are about to restare will be scanned by antivirus software installed on the mount
Restare Mode server to prevent a risk of bringing mabware into your environment,

If malware is found:

(®) Proceed with recovery but disable network adapters

() Abort VM recovery

[] Scan the entire image
Continue scanning remaining files after the first mabavare has been found,

. ITUMBY Reason WM ITEYmANadIMUNNT Restore VM lunsall

. NTUROUY Summary g@1u15a1dan Power on VM after restoring 19 wnsosn1sIv Power

1184 Restore 1@5a kayliviin1sna Finish wieisy Restore
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Iiegluaniug Running viaviam

~
MName

Veeam AWS Service

Description

Enables interaction between Veeam Bac...

Status

Running

Startup Type

Automatic (Delayed Start)

Log On As

Laocal Syste...

51 Veeamn Azure Service Enables interaction between Veeam Bac...  Running  Automatic (Delayed Start) Local Syste...
-.S,;?;‘u'eeam Backup Server RESTful API Service Provides a RESTful APl endpoint for aut..  Running  Automatic (Delayed Start) Local Syste..,
-.‘,;_’;Veeam Backup Service Manages scheduled jobs, serves Veeam ... Running  Automatic (Delayed Start) Local Syste...
&} Veeam Backup VSS Integration Service Manages Microsoft V55 snapshots used .. Running  Automatic Local Syste..,
-.‘,;_’;Veeam Broker Service Interacts with virtual infrastructure to co...  Running  Automatic (Delayed Start) Local Syste...
-.E,,;?;‘u‘eeam CDP Coordinator Service Orchestrates CDP activities across all ce...  Running  Automatic (Delayed Start) Local Syste...
-.‘,;_’;Veeam Cloud Connect Service Provides transparent connection to clou.. Running  Automatic (Delayed Start) Local Syste...
-E,;?;Veeam Data Mover Service Sends and receives protected data durin...  Running  Automatic Local Syste...
-f,('_’;‘u*eeam Distribution Service Distributes Veeam Agent setup package.. Running  Automatic Local Syste...
-E,(._’;Veeam Explorers Recovery Service Executes restore workflows on behalf of .. Running  Automatic (Delayed Start) Local Syste...
-f,('_’;‘u*eeam GCP Service Enables interaction between Veeam Bac..  Running  Automatic (Delayed Start) Local Syste...
-E,('_’;Veeam Guest Catalog Service Manages and replicates guest OS file sys.. Running  Automatic (Delayed Start) Local Syste...
&} Veeam Installer Service Enables installing, updating and configu.. Running  Automatic Local Syste..
-f,(._’;Veeam Kubernetes Service Enables integration between Veeam Bac... Running  Automatic (Delayed Start) Local Syste...
-.S,(-_’;‘u'eeam Mount Service Mounts Veeam backups and replicas for.. Running  Automatic (Delayed Start) Local Syste..
-.‘,;_’;Veeam vPower MFS Service Implements vPower NFS server that ena..  Running  Automatic Local Syste...
-.S,;?;‘u'eeam V55 Hardware Provider Service Extends the Microsoft Volume Shadow .. Running  Automatic Local Syste..,
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Thursday, May 2, 2024 10:34:43 PM

Thursday, May 2, 2024 10:11:41 PM

were exclu

Success |0 Starttime | 10:11:41PM | Total size 0B Backupsize |08

Warning | 0 End time 10:13:14PM  |Dataread  |0B Dedupe Lox Nothing to process: all machines

Eror |0 Duration 00133 Transferred |08 Compression | L0x Lob finished with error at £/2/202¢ 10:13:14 PM
Details

Name | Status Starttime | End time size Read Transferred  Duration Details

Host 152,168.100.4 is not available, Error; Cannot complete login due o an incarrect user name or passward.

Host 152.168.100.4 fs not available, Error: Cannot complete login due 2 an incorrect user name or passwrd.

from task list

Success [0 Starttime  |10:3443PM | Totalsize |08 Backupsize |08
= — Wirtusl Machine pFsense is unavaiisble and will be skipped from processing

Warning|0 End time 10:36:14PM  Dataread |08 Dedupe: L0x Nothing to eraces: all machines were excludad from tesk st
Error 0 Duration 0:01:31 Transferred 0B Comprassion | 1.0x [peb finished with error at 5/2/2024 10:36:14 PM

Details
Name |Status Starttme | End time Size Read Transferred | Duration Details

Thursday, May 2, 2024 10:23:14 PM
Sucoess |0 Starttime |10:23:14PM | Total size oe Badpsize |08 Virtuzl Maching pFsanse is unavzizble and will be skinped from processng
Warning|0 End time 10:2443PM  Dataread 0B Dedupe L0x Nothing to process: =l machines were exclu
Emor |0 Duration 0:01:29 Transferred |08 Compression | 1.0x b firished with error ot 5/2/2024 10:24:43 P4

Details
Name | Status Starttme | End time size Read Transferred | Duration Details

Virtusl Machine pFsense is unavailzble and wil be skipped from processing
Host 152.168.100.4 is not available. Error: Cannot complete login due to an incorrect user name or password.
i from task list

AN @o NTRTINFBUNITAIA
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wunydsasioys (Sackup) Tauuszann w.A. etoe

fdu Fudoud A WM
® D AA Db Version W1
® @b Af Do Version W2
o bo AA. b Version W3
< lowl .6, ©o Version Wéd
L 3 o W b Version W1
o ®0 WY, b Version W2
w o W8, bb Version W3
a b W, Ob Version Wd
« ® 5.A. Db Version W1
®o « 5.A. bo Version W2
L) ad 5.9, OO Version W3
alo ¥lo 5.9, bo Version W4
@ kel 5.0, B Version W5
aa & U ou Version W1
ad oo LA, ool Version W2
a5 LESTE R Version W3
a0l Iolo P, ol Version W4
ac o AW, 'orl Version W1
ac @& N, ‘or Version W2
o @b MW, bl Version W3
) lom NN, Sel Version W4
bl o iAo Version W1
) aila. sa Version W2
o ad fin. on Version W3
et oo §ip, ow VersionWa
) ot 3.0, ol Version W5 B
loai & WY, ool Version W1
s o (.4, el Version W2
loat o LY. Sel Version W3
0o lob LY. bl Version Wd
on @ WA el Version W1

bl



dafru Tuvdiou D duamh W2
wlo @0 WA, bt Version W2
o o0 WA, b Version W3
e oal WA bal Version W4
ad o NA. Dol Version W5
o o 3.0, ool Version W1
ol @& il.8. bal Version W2
o= log 31.U. o Version W3
met oci 3.9, owl Version Wa
«o & N.A. bl Version W1
«o e N.A, byl Version W2
] e N.A, ool Version W3
& oo N.A. oo Version W4
& LG KR Version W1
& o @A ool Version W2
o @b #.A. b Version W3
] om d.A. ool Version W4
o @0 #.A. Dol Version W5
& © N3, b Version W1
do @ NG, ol Version W2
&n o N.Y. ol Version W3
& loed N.8. bal Version W4
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